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o2l HOW it works
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The 'Dear Mum’ or ‘Dear Dad’ scam involves fraudsters posing as family members in order to
manipulate victims into transferring money

They typically begin the conversation
with “Hello Mum” or “Hello Dad” and
then ask for their parents to transfer

them money urgently as they need to
buy a new phone or pay a bill

a

Parents are targeted by criminals
pretending to be one of their children,
saying they are texting from a new
number as their phone has been lost
or damaged

v

Typically, the conversation on WhatsApp, or via text message, is started by an automated bot, and then forwarded to a
human who can communicate with the victim if they engage.
Some can take weeks because they believe that, if they can really dupe those people, it might be worth it!!




M How it works cu
. 4

Impersonating family members is a new tactic by criminals to undermine people’s mental
safeguards against being defrauded

These scammers believe if you can add the psychological element into a scam,
they work far better than the previously used phishing emails thrown out as a
net

When you are being called Mum or Dad, that is what many people would have
<—— in their phonebook. Preying on the heartstrings by saying they have lost their
phone — it fits in with what is very likely

It is easy for criminals to obtain a database of names, phone numbers and dates
of birth through the dark web and social media channels




New Phone

o T .

Mark - Newq,;i

Bat seen yesterday

Do you have a minute mum
X 14:4

yes call 14:41 W

You
O Mark - New 2

sorry | was trying to share it
to Derek o & D
I've got a little problem. |

have an outstanding bill i

need to pay but i cant pair

my online banking on my

new phone. Could you pay it

for me? | will transfer the

money back as soon as i can

login to my online banking.

v

14:42

-_— S SESTT TUUDY dt 17
- &
Hey mum it's me. | got a new number
can delete the old one s @

13:24
Which me is it??? ;555 _

Your oldest and cutest child xx -,

- - - 14:20

| got the new iphone. I'm still transferring
everything 14:38

Good luck x ;.45

| have a little problem that | can't solve...

What is it hun? Just got to work but can
message for next half hour or chat if you
need xxxx 15:18

Well because of that new device | have
to transfer all apps, but the banking app
has put a 48-hour security on the app
due to fraud. All nice but | have to pay 2
payments 531, very annoying because

| can't do anything about it. Could you
possibly pay for it for me and I'll return it
soon as possible? 18:1¢

Sorry to bother u with this 5.4

P
ﬁ Message examples via WhatsApp

1657000 -

(_6 +44 7584 704943

last seen today at 16:55

outside of this chat, not even Whmsﬁpp can rf'ad or listen to
them. Tap to learn more

Hi mum

This is my new number you can delete my
old one

My mobile fell down the loo &3

Silly accident

| lost my photos

U can still use the same sim card just order
one =

Sim got defected

Got another problem

| got a payment that needs to be done but |
cant get in my online banking before my new
no. Gets verified

Can you do it for me before they add up
wnh extra costs I'm almost late I'll send

What u like, how did that happen? Xx ..

i
e

What .5

Today

& Mezsages and calls are end-lo-#nd encrypled. No
1, Rl v LApp, can el of

gten 1o thesn. Tap (o learn Mo

Hello mum, | lost my phone a hour ago,
still searching but can't find it, I'm using
my old phone now. You can save this
number

Hope you find it Soph, number saved xxx
3 i

Thank you xx
No luck yet xxx

No still searching x

Are you busy right now? Because | want
to ask you for a favor, I'm trying to get
my banking app on this old phone but it
doesn't work, and now I'm stressing a bit
because | have 1o pay a bill x

Ok Soph anything xx

Give me the details Soph xx

I've just made a online bank account so
| can make online payments. Should | =
send you the details?

A h 3 &
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g’” . M What to do!

Cu

WhatsApp is designed to protect people from unwanted contact, which is why, whenever you get a message
from someone who isn’t in your contacts, it should ask if you want to block or report them.

NEVER EVER click
on any links
asking you to
confirm your
account details or
personal security
information

Your Credit Union
will NEVER EVER
ask you to
disclose your
personal details
via SMS or email




Staying Safe Tips

Stay Safe

@ Watch Out For @

Messages from unknown numbers asking for money are
usually malicious.

You get a WhatsApp / SMS message from an unknown
number saying they are a friend using a different number

Confirm your contact via another method before acting
on any payment instruction.

Messages start friendly but quickly turn into talking
about money

Activate WhatsApp 2-step verification. Once enabled,
they send a code to the default device when someone
tries to log in from a different one

Take a closer look at the language being used, does it
sound familiar?

They may ask you to transfer money to a ‘safe account’

Are there unusual spelling or grammar mistakes?

They don’t answer calls if you attempt to contact them
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